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Task 1 Update: Realization of Advanced Energy 
Management Applications

Cybersecurity Technology for Critical Power Infrastructure AI-Based Centralized Defense and Edge Resilience
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Challenges à Outcomes?

America’s Power Grid Is 
Increasingly Unreliable

Behind a rising number of outages are new stresses on the system caused by 
aging power lines, a changing climate and a power-plant fleet rapidly going green
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Power Engineers See: AI Not That Reliable and Secured

Not That Safe Not That Robust
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Can Cause Security Issues

Critical Infrastructure?



Problem Setup: Learn the Power Flow Equation in Distribution Grids

power

• Given: Sensor Data

(𝑣, 𝑝)
✓, ✓
✓, ☓
☓, ✓
☓, ☓

voltage

• Find: the Topology, Parameter, and
Virtual Nodes for Power Flow Equation

4

Pennsylvania Data

Why Today?



ML
Approximation
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1. Black-Box ML Approximation

2. Physical Model-Based
Analysis3. Existing Physics-

Informed Learning Methods

Past Methods

=
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Physics
Embedding

Deep Learning/
Support Vector
MachineInput Output

𝑝! = -
"#$

%

𝑣!𝑣"(𝐺!" cos 𝜃!" + 𝐵!" sin 𝜃!")

power voltage

à Model's ability to adapt properly to new, previously unseen data



Physics
Embedding

Meta Algorithm/ 
Integrated 
Structural Designs

Power System
Input Output

Universal Approximation but Poor Generalizability 

Have Physics for Generalization Consistency but Require Full System Info.

Goal1: Accuracy

Goal2: Generalizability

New Idea: Series to Parallel à Enable Flexibility
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Mathematical Modeling

Power Flow Equation

𝒑 =

𝑝!
$

1
⋯
1
𝑝!
&

=

𝑣!
$ 𝑣$

$ cos 𝜃!$
$ ⋯ 𝑣!

$ 𝑣%
$ cos 𝜃!%

$ 𝑣!
$ 𝑣$

$ sin 𝜃!$
$ ⋯ 𝑣!

$ 𝑣%
$ sin 𝜃!%

$

1
⋯ ⋯

1
𝑣!
& 𝑣$

& cos 𝜃!$
& ⋯ 𝑣!

& 𝑣%
& cos 𝜃!%

& 𝑣!
& 𝑣$

& sin 𝜃!$
& ⋯ 𝑣!

& 𝑣%
& sin 𝜃!%

&

𝐺!$
⋯
𝐺!%
𝐵!$
⋯
𝐵!%

𝒑 ∈ ℝ!: power injection at bus 𝑖 up to time 𝑇, V = (𝑣"
# ) ∈ ℝ!×%: voltage magnitude at 𝑁 buses up to time 𝑇,

Θ = (𝜃&"
# ) ∈ ℝ!×%: voltage angle difference between bus 𝑖 and other buses up to time 𝑇, and 𝑇 ∈ ℕ: No. of historical samples.

𝜙 V, Θ ∈ ℝ&×(% 𝜷∗ ∈ ℝ(%

𝒑 = 𝜙 𝜷∗

𝑝! = -
"#$

%

𝑣!𝑣"(𝐺!" cos 𝜃!" + 𝐵!" sin 𝜃!")
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Data

Physical Parameter

Data



Separate the Physically Recoverable Part and the Virtual Parts

bus set 𝒪
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𝒑 = 𝜙 V, Θ 𝜷∗ = 𝜙 V𝒪 , Θ𝒪 𝜙 V𝒪+ , Θ𝒪+ 𝜙 V+𝒰 , Θ+𝒰 𝜙 V𝒰 , Θ𝒰

𝜷𝒪𝒪
𝜷𝒪+
𝜷+𝒰
𝜷𝒰𝒰Unknown

𝒑 = 𝒉- 𝜙 V, Θ + 𝒉. V, Θ

(V, Θ)

Physical
Contribution

If Physically
Learnable:

Borrow

Use Blackbox Learning Methods

Observable

Boundary

Unknown
set 𝒰

set 𝐵



An Example: How Physics and Approximation Work Together?

Target: Representation Learning for 𝑝/

4 5 6’

𝑝/ = 𝑝0/ + 𝑝1!/

𝑝1!/𝑝0/ =𝑝/ =

𝑣/𝑣0 cos 𝜃/0
𝑣/𝑣0 sin 𝜃/0

𝑣/(
𝑣/𝑣1 cos 𝜃/1
𝑣/𝑣1 sin 𝜃/1

2 𝐺/0
𝐵/0
𝐺//
𝐺/1
𝐵/1

=
𝑣/𝑣0 cos 𝜃/0
𝑣/𝑣0 sin 𝜃/0

𝑣/(

2 𝐺/0
𝐵/0
𝐺//

+ 𝑝/1

ℎ. V, Θ

ℎ- 𝜙 V, Θ = ℎ- 𝜙 V, Θ + ℎ. V, Θ

1 2 3 4 5 6 7 8 9
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12 13 14

15 16

17 18

15 16
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1 2 3 4 5 6’

12 13 14

17 18
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Large Flow à
More Physical Representation

Physics à Calibration

J. Yuan and Y. Weng, "Physics Interpretable Shallow-Deep Neural Networks for Physical System Identification with Unobservability", IEEE International Conference on Data Mining (ICDM), Auckland, New Zealand, Dec 2021.



Learning Targets

Minimize Error + Maximize Generalizability

Definition 2. [Error of physical parameters] In a system with voltage data V, Θ and power data 𝒑 =
𝜙 V, Θ 𝜷∗ ∈ ℝ& , an estimated physical parameter >𝜷 has an error 𝜀3 = ||>𝜷 − 𝜷∗||(.

Definition 1. [Error of estimating powers] In a system with 𝑁 buses and 𝑇 time slots, we have voltage data 
V, Θ and power data 𝒑. An approximator of power 𝑓(⋅) has an error as 𝜀- =

$
&
||𝒑 − 𝑓 V, Θ ||(.
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Generalizability, e.g.,
New Operating Point



Twin Neural Network Model and the Objective

[𝒗, 𝜽] …

Passing Passthrough

…

𝝓(𝒗, 𝜽)

(𝑮𝒊𝒌, 𝑩𝒊𝒌)
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𝑣!"

Physical Exactness

Universal Approximation

𝑣!𝑣"
cos 𝜃!"

𝑣!𝑣"
sin 𝜃!"

𝑣#"

[𝒑, 𝒒]

Optimization

𝜷: parameters of ℎ- ⋅ , a linear layer. 𝑊.: parameters of ℎ.(⋅), a deep neural network.

…

…
…

…
…
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ℎM

ℎN

= min
𝜷,6)

1
𝑇-
7#$

&

||𝒑7 − ℎ- 𝜙 𝒗7 , 𝜽7 − ℎ. 𝒗7 , 𝜽7 ||((

min 𝜀𝒑(

= min
1
𝑇 ||𝒑 − 𝑓 V, Θ ||((

Condition for the universal approximation:
there exists a function 𝑓(. , . ) to perfectly fit the data.
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𝒗, 𝜽 à 𝒗 [𝒑, 𝒒]à 𝒑

In the Rest of the Slides



Numerical Result: Proposed Collaboration is Better

Iteration

Po
w

er

True physics
ℎ$
ℎ%
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A past method
ℎ$ + ℎ% (MSE)

A past method
ℎ$ + ℎ% (MSE)

Ground Truth

A Past Method

True physics
ℎ$ power
ℎ% power

Iteration

Wrong

Correct



True power
ℎ% output power

Power

De
ns

ity

When Will the Method Have Bigger Errors?

Assumption on universal approximation for ℎ.:
Prerequisite: existence of an underlying function 𝑓: 𝒳 → 𝒴 with an arbitrarily small error. 

𝑣#
𝑝$

𝑝$ Ambiguity: Same Input à Multiple Outputs

min
1
𝑇 ||𝒑 − 𝑓 V ||(

Input: 𝑣/

Output: 𝑝9
(1,1)

0

(1, −1)

Incorrect Output: 0

Correct Output: 1, −1
Learning:

Middle

Solar
power
densityLoad density

1 2 3 4 5 6 7 8 9

11

12 13 14

15 16

17 18
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1. Keep the Uncertainty
2. Make a Choice Later

Ideas:



Model Design: Generative Adversarial Network with MSE Regularization

[Goodfellow, et al. 14] Ian Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing Xu, David Warde-Farley, Sherjil Ozair, Aaron Courville, Yoshua Bengio, Generative adversarial 
networks, NeurIPS, 2014. [Arjovsky,  et al. 17] Martin Arjovsky, Soumith Chintala, Léon Bottou, Wasserstein GAN, ICML 2017.
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Goal: keep the uncertainty according to the distribution and make a choice later.

+𝒑
Voltage

Noises 𝒛

Real

Fake
ML Generator 𝐺

𝒙 Discriminator 𝐷

𝐺(𝒛)

True Images

Fake Image

or

Machine Learning
(ML) Idea:

Apply to Power

Noises 𝒛 𝐺
𝒗

𝒑Historical Data

𝐷



Robustness: Generative Adversarial Network with MSE Regularization

+𝒑
Voltage

Noises 𝒛 𝐺
𝒗

𝒑Historical Data

𝐷

Goal: keep the uncertainty according to the distribution and make a choice later.

+𝒑

Voltage

Noises 𝒛

𝒗

𝒑Historical Data

𝐷

min
𝜷,6)

max
6*

1
𝑇-

7

&

ℎ:(𝒑7) − ℎ:(ℎ- 𝜙 𝒗7 + ℎ. 𝒗7 , 𝒛7 ) +
𝜆
𝑇-

7

&

𝒑7 − ℎ- 𝜙 𝒗7 − ℎ. 𝒗7 , 𝒛7
(

Physics Embedding

ℎ-

ℎ.

ℎ:
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𝑊%: parameters of ℎ%(⋅), a deep neural network.
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True power
ℎ$ power
ℎ% power

Robustness: Generative Adversarial Network with MSE Regularization

+𝒑
Voltage

Noises 𝒛 𝐺
𝒗

𝒑Historical Data

𝐷

Goal: keep the uncertainty according to the distribution and make a choice later.

+𝒑

Voltage

Noises 𝒛

𝒗

𝒑Historical Data

𝐷
Physics Embedding

ℎ-

ℎ.

DNN
ℎ$ + ℎ% (MSE)
ℎ$ + ℎ% (GAN)

Iteration

M
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E 
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$

ℎ:
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Iteration
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Testing at West Pennsylvania
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Testing at West Pennsylvania
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Testing at West Pennsylvania



20APS feeder data loaded into Grid360 

Commercialization Method
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Battery Optimization input data loaded into Grid360 

Commercialization Method



22Battery Optimization code processing

Commercialization Method
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Battery Optimization code hourly results

Commercialization Method



Topology Processor Battery Placement Battery Optimization Threat Analysis Topology Processor Battery Placement Battery Optimization Threat Analysis

Next tasks: 
1. Full visualization of results in map and schematic view

2. Use of Grid360 engines to calculate input data
3. Commercialization of Battery Placement code

Commercialization Method



Commercialization
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